The growth of interconnected objects through Internet of Things (IoT) and Machine to Machine Communication (M2M) is no doubt inevitable. The researchers have predicted that by 2020, around fifty billion objects throughout the world will be connected with each other with the help of internetwork of smart objects. With the number of networked objects, grows the number of cyber-crime threats. Forthcoming fifth generation of mobile communication will be the converged version of all the wired and wireless networking services and technologies. The heterogeneous networking approach gives rise to various cyber threats. Design of robust cyber security solutions for such heterogeneous networks with smart devices is challenging task.
Figure 1
Internet evolution from ARPANET to IoT and M2M.
States. Following that, America Online (AOL) second phase emerged which gave birth to fixed internet that facilitated email and web browsing during 1990's. Current third phase that is 2010's is the era of smart phones with mobile internet experience which is faster and better. Now the whole world is looking forward for the revolutionary fifth generation (5G) of mobile communication.
Internet of Things (IoT) and Machine to Machine Communication (M2M) are the integral part of 5G. So the fourth generation of Internet is termed as Internet of Things or objects where most of the traffic will be generated by the interaction of smart objects of the physical world with the digital world [1] . Figure 1 depicts the evolution of Internet from ARPANET to IoT and M2M. On global scenario, per person at least five gadgets are considered to be networked and as a whole, the count of networked objects may go beyond 50 Billion.
Internet of Things (IoT) and Machine to Machine Communication (M2M)
M2M comes under the huge umbrella of IoT. There are different opinions among researchers about IoT and M2M. It is becoming the debatable question like egg first or hen first. But these two concepts are technically very much different. M2M is the communication protocol for the interactions among machines with intelligence, or machine to human interface. IoT is the networking service which enables interworking of all such smart machines. For example, credit or debit card of the bank ATM is the example of M2M because the ATM machine reads the information on the card and acts according to the requirements of user. But when user leaves the bank, automatically the fans and lights are off, which is the example of IoT where in, the human presence is detected and accordingly the electrical appliances are turned on or off. In essence, M2M is the plumbing for strong connectivity among network objects for best networking experience in IoT [2] . The Internet of Things is expansion of the current Internet services for each and every object which exists in this world or likely to exist in the coming future. As IoT has become an active research area, different methods from various points of view have been explored to promote the development and popularity of IoT [3] . One trend is viewing IoT as Web of Things where the open Web standards are supported for information sharing and device interoperation. While bringing smart things into existing web, the conventional web services are needed to be enriched and integrated with the physical world [4] . The IoT is rapidly gaining much of the attention in the scenario of modern wireless telecommunications. The basic idea of the concepts such as Radio Frequency Identification (RFID) tags, sensors, actuators, mobile phones, etc., which, through unique addressing schemes, are able to interact with each other and cooperate with their neighbours to reach common goals [5] .
Actually, many challenging issues addressed on both technological as well as social knots have to be untied before the IoT idea is widely accepted. Central issues must try to support possible interoperability of interconnected devices, providing with higher degree of smartness by enabling their adaptation and autonomous behaviour, while guaranteeing trust, privacy, and security. Also, the IoT idea poses several new problems concerning the networking aspects. In fact, the things composing the IoT will be characterized by lesser requirement of resources in terms of computation and energy capacity. Accordingly, the proposed solutions need to pay special attention to resource efficiency besides the obvious scalability problems. The Internet of Things, an emerging global Internet-based technical architecture facilitating the exchange of goods and services in global networks has an impact on the security and privacy of the involved stakeholders. Measures ensuring the architectures for data authentication, access control and client privacy need to be established.
M2M means Machine to Machine communication which is the most popular interface for Internet of Things (IoT) in the present mobile wireless communication, whose data transmission is supported by cable, wireless, mobile and other technologies, which may suffer from significant security vulnerabilities and risks. M2M is widely used in power, transportation, industrial control, retail, public services management, health, water, security and other industries. M2M is typically required to be small, inexpensive and those able to operate unattended by humans for extended periods of time and to communicate over the wireless area network. It can achieve vehicle theft security, safety monitoring, auto sales, mechanical maintenance, and public transport management, logistic and other functions. The most important part in IoT Internets is the connection and interoperability between machines, which is called M2M. Security services such as data integration, authentication and key establishment are critical in M2M [6, 7] . Figure 2 shows various machine intelligence perspectives necessary for the IoT with the help of M2M.
There are great prospects of development and applications in IoT, which can be applied in almost every aspect of human life, such as environmental monitoring, medical treatment and public health, Intelligent Transportation System (ITS), smart grid and other areas. Main enabling factor for promising paradigm in the integration of several technologies and communications solutions is the IoT. Identification, sensing and monitoring technologies, wired and wireless sensor and actuator networks, enhanced communication protocols and distributed intelligence for smart objects are just the most relevant. Table 1 shows some of the recent news related to IoT and M2M Communication. After several years of slower than expected growth, the smart building sector is poised to skyrocket. IDC expects the market to triple to $21.9 billion in just four years. Electric scooter with Smartphone connection is launched in Europe by Terra Motors Terra Motors Corporation, Japan's manufacturer of electric two-wheelers and three-wheelers, starts commercial sale of "A4000i" in European countries, the electric scooter with smartphone connection. News Date: 2014-9-12 [11] Smart connected homes driving IoT
The Internet of Things is set to create a market worth almost US$9 trillion by 2020. According to some analysts, a large chunk of this business will be generated by smart connected homes. Antony Savvas reports on business developments in the smart home sector. News Date: 2014-9-1 [12] Advancing LTE migration heralds massive change in global M2M modules markets A central element of research for this report involved extensive interviews with 20 modules manufacturers, mobile network operators, [13] (Continued ) With the existence of IoT, users will be surrounded and tracked by thousands of smart objects. Security and privacy of the user is of utmost importance. There are various issues related to these parameters such as data confidentiality and trust negotiations which are discussed below. Dynamicity and Heterogeneity: IoT is the most diverse network where many devices will be added and removed from the network on the go. Privacy and security provision for such diverse and heterogeneous network is the great challenge. Security for Integrated Operational World with Digital World: Control planes designed till date have not considered security provisions. But the integration of physical and digital world with internetwork connectivity demands security. Data Security with Device Security: Lot of research work has been contributed in the direction of device security. Now is the time for data security with device security. IoT and M2M aims at communication among objects which demands data security. Data Source Information: It is critically important to know that from where the data has originated. Knowledge about data source is very important for control, audit, manage and ultimately secure the IoT and M2M communication [27] . Data Confidentiality: Data confidentiality represents a fundamental issue in IoT scenarios, indicating the guarantee that only authorized entities can access and modify data. This is particularly relevant in the business context, whereby data may represent an asset to be protected to safeguard competitiveness and market values. In the IoT context not only users, but also authorized objects may access data. This requires addressing two important aspects: first, the definition of an access control mechanism and second, the definition of an object authentication process (with a related identity management system). Trust negotiation: The concept of trust is used in a large number of different contexts and with diverse meanings. Trust is a complex notion about which no consensus exists in the computer and information science literature, although its importance has been widely recognized. Different definitions are possible depending on the adopted perspective. A main problem with many approaches towards trust definition is that they do not lend themselves to the establishment of metrics and evaluation methodologies.
A widely used security policies are for regulating accesses to resources and credentials that are required to satisfy such policies. Trust negotiation refers to the process of credential exchanges that allows a party requiring a service or a resource from another party to provide the necessary credentials in order to obtain the service or the resource. This definition of trust is very natural for secure knowledge management as systems may have to exchange credentials before sharing knowledge. For this reason, we base our analysis of trust issues in IoT upon it. Trust negotiation relies on peer-to-peer interactions, and consists of the iterative disclosure of digital credentials, representing statements certified by given entities, for verifying properties of their holders in order to establish mutual trust. In such an approach, access resources are possible only after a successful trust negotiation has been completed [28] .
Security in Machine to Machine Communication
M2M devices will ultimately connect to core network services through a variety of means, from direct broadband or capillary wireless networks, to wired networks [29] . Capillary networks used by M2M systems are made of a variety of links, either wireless or wired. Network's role is to provide a more comprehensive interconnection capacity, effectiveness and economy of connection, as well as reliable quality of service. Because of the large number of nodes in M2M, it will result in denial of service attacks when data spread, since a large number of machines sending data results into network congestion. In the service network, an attacker may eavesdrop user data, signalling data and control data and unauthorized access to stored data within the system network elements, or do passive or active flowing analysis.
An attacker through the physical layer or protocol layer can interfere in the transmission of user data, signalling data or control data may use network services to impersonate legitimate users, or take advantage of posing access to legitimate users by pretending services network to access network services, to obtain unauthorized network services. To prevent unauthorized access to services in Remote Validation processes, the relying party directly assesses the validity of the device based on the evidence for the verification received. Local verification is only passive, just measuring integrity values of the loaded and started components.
Attackers often access, modify, insert, delete, or replay the user communication information by physical theft, online listening, posing as legitimate users and other means, such as the Man-in-the-Middle (MITM) attacks, which can steal or change the course of M2M communication of information between devices in the process of "intercept data-modification of data -sending data", resulting in the loss of legitimate users [30] . Typically, to obtain certain confidential information, an attacker will obtain communications data in any ways, such as the use of online listening, MITM attacks and other. Hence the data communication between M2M devices needs to be integrity and confidentiality protection, and M2M equipment should have appropriate mechanisms to accomplish this function.
An attacker may access the applications software and signing information for M2M by malware, Trojans or other means, and then replicate in other M2M devices to restore to fraudulent use of M2M identity of the user; he also can change, insert, and remove the user's communications data by a virus or malicious software. Anti-virus software applications will reduce viruses and malware damage on M2M equipment, and M2M equipment should be able to regularly update antivirus software.
Data transmission is prevented from reaching the end of service, so that the attacker is able to obtain user data, signalling data or control data though physical theft or online listening to achieve the aim for unauthorized access. To obtain the secure communication between heterogeneous network systems, we can use the existing technology on embedded chip, which provides a singularly security architecture that operates as a security service to any application. It is uniquely serialized during manufacturing. It is easy to implement and there are no certificate servers to deploy, configure or maintain [31] .
Privacy is defined in the area such as [32] :
i. Storage ii. Processing iii. Communication iv. Device From security point of view, attributes mentioned below are of prime importance [33] .
• Reliability refers to the fact that the service can be continued in spite of the system becoming vulnerable.
• For catastrophic systems, no security consequences are available there in nature.
• Maintainability stands for the ability of the normal system to undergo repairs and evolutions.
• Availability refers to the fact that data and systems can be accessed by authorized persons within an appropriate period of time.
• Integrity means the data or/and programs have not been modified or destroyed accidentally (e.g. transmission errors) or with malicious intent (e.g. sabotage).
Confidentiality describes the state in which sensitive information is not disclosed to unauthorized recipients. Table 2 shows existing work done in M2M security with parameters like message confidentiality, technology used, data authentication and solution for Man in the Middle Attack (MITM). A loss of confidentiality occurs when the contents of a communication or information 
Summary and Outlook
Next generation mobile communication will witness integration of various wired and wireless communication networks or services. IoT and M2M are going to hold maximum portion of all these wired and wireless communication networks because it has touched almost every possible field of communication.
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